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Seventh Semester B.E. Degree ExamfgHtibii, Jan./Feb .2021

" .Wer -lnformation and NetworK Security
*%*#iik' fl

Time: 3 hrs. .:ryfl * Max. Marks: 100
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Note: Answer any FIVEfull questionr, ffig ONEfull quesfioffi each module..@$oo
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2a.

Discuss the

Define the basic terminologies
Using the letter encodings
one-time oad : KITLKE

(r) If the p is'thrill", what is the
(ir) If the ext is "tiller". What is*the&ey?

ofcryptography. @s.\
1" .'': "r

ofl

(08 Marks)

" using a double transposition Cipher with 4 rows
i&L qEffk- i

Encffiaftfoe*ffilessage "we are all
and *8bhffins. Using the row pp

tr, i.I5Sl -- (2, 4, 1,31. %
(1,2,3,4) ;ffib 4,1,3) and column permuation

(i) Project VENONA **(ii) Codebook ciphei' " (iii) CiphprJ;6fr(i) Project VENONA *fu.(ii) Codebook ci6ffi--q 
*+ ' (iii) CiphffifElection 

".f J976-

c. Given the Caesar" CrpffiF find the plaintex{ffiuithe Ciphertgxt, #
DOLFHLPZRQG"HUpDQG 4T"J* **; (03 Marks)

\ ;"_p e\r,*ff ffiaki"-z w'
3a.Supposethatqfffficurecryptogruffiffi*tion€en&ateshashvaluethatarenbitsin

length. H],pkti" how Brute foqps aTTHck could be_iqlilemented. What is the expected work
facior@m -.6 

"fu ffi (07 Marks)
\d%b. fxpffi#MAC function - ffifuh example. , ** (07 Marks)

}ffi*'**"*n";.pff-t"'*';"'ry*t 
(06Marks)

4 ffiiustify that TigerlrqBh{s fast and securge elaborating its working principle. (10 Marks)

b.' Discuss the secrgf sliaring in detaffi its types. (10 Marks)

d \ *Shroaure-r
5 a. Listandexpl%indifferentftpesoffreshnessmechanisms. (10Marks)

b. Explain the stages and ckltMrges ofprotocol design. (08 Marks)

c. List the components offiffiographic protocol. (02 Marks)*,*/

d. 's' oR
G a. Describe the id€@hind the dynamic password scheme. With a neat diagram, explain the

example of dffiffic password scheme. (10 Marks)

b. Explain *:* ffiffie-Hellman key agreement protocol. (10 Marks)
"&.
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7 a. Defirne key management, policies, practices and proceffiffi" (03 Marks)
Module-4 ;p
ractices and proce$reqk
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g a. Briefly explain simple SSI, frugffiJ-i6*f with a neaFffiHlihm. (08 Marks)

b. List the security and design l#fumifr SSL. W' (04 Marks)
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c. With a neat diagranr, explaifr$$T{ authentication an{ engryption. (08 Marks)

d%, w \rr\ fl**\f
a. What are the serious ffifl. with WEP key maffiment? (04 Marks)

b. Explain the procffio$issuing eID card with# ndat diagrarn (10 Marks)

c. What are the protihl security concenm fqffi protection and email security? (06 Marks)
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b. Discuss the key life cycle. **ffi * (07 Marks)

c. Explain the different types ofkey generation in detall&y" (10 Marks)
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8 a. Explain the different public key managemenqtffiels. 4" (12 Marks)

b. With a neat diagrarq explain glneric urjsfih#& per transaction scffiSund its types.

m y - @Y (08 Marks)
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10 a. What are the serious frnBlem with WEP key manffinnnent? (04 Marks)
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