Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.

50, will be treated as malpractice.

2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8
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Note: Answer any FIVE full questions, %@ﬁimg ONE full questwngxéj?z each module.

_““‘Module- , ¥
Define the basic terminologies of ( rypo and Kerckhoff’s pgﬁi@%ﬂe (05 Marks)
Using the letter encodings tab e following clphertext ‘message was encrypted with a
one-time pad : KITLKE (07 Marks)
Letter |e |h [|i.|k |1 |r |s [t
Binary | 000 | 001 |,010 /011|100 [ 101 [ 110 1T
(1) If the plam’ﬁ&x is “thrill”, what is the key?
(i)  Ifthe pfémfext is “tiller”. What is, thewkey?
Discuss the taxenomy of cryptography. m&m (08 Marks)
A @ Ny

OR
Encrypt/ thé%?iessage ‘we are all together using a double transposmon Cipher with 4 rows
and 4 éQlumns Usmg the row penﬁﬁﬁ*%atlon 1,2,3,4) —@(2 4, 1, 3) and column permuation
(1,2,3,4)—(2,4,1,3). A0 % (05 Marks)
Write a short notes on: A .
(i) Project VENONA e - (ii) Codebook ciphé"r N7 (i) Clphngf Election of 1876

w (12 Marks)
Given the Caesar’s Clpher find the plaintext g;gm the Clphertext, é
DOLFHLPZRQGHU@DQG e’ X WMW (03 Marks)
ﬁ@% ’ od%le-z W%

Suppose that a-secure cryptograpr hash function genérates hash value that are n bits in
length. E\xplam how Brute force attack could be 1mp1emented What is the expected work

factor Pegmsn w@%ﬁ; ? (07 Marks)
Explain HMAC function w“g;hﬁan example 7 (07 Marks)
Describe the technlques used in Informatlomhldmg (06 Marks)
A, . % ff déﬂ S MM

Sy

) Justlfy that Tlger“hashﬁs fast and secure, ewfaboratlng its working principle. (10 Marks)

Discuss the secret sharing in deta;l”&md its types. (10 Marks)

3 rk w Module-3

List and explam different types of freshness mechanisms. (10 Marks)

Explain the stages and chalienges of protocol design. (08 Marks)

List the components of cryptographic protocol. ' (02 Marks)
AT OR

Describe the 1dea“%béhmd the dynamic password scheme. With a neat diagram, explain the

example of d%am1c password scheme. (10 Marks)

Explain abo%t Diffie-Hellman key agreement protocol. (10 Marks)
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Module-4
" Define key management, policies, practices and procedu (03 Marks)
Discuss the key life cycle. % 8 (07 Marks)
Explain the different types of key generation in detail %, (10 Marks)
OR
Explain the different public key management;m A, (12 Marks)

With a neat diagram, explain generic umqu%%ey per transaction scl}gmei‘%and its types.
xR ; (08 Marks)

" h§e*protocol with a neat.diggram. (08 Marks)

Briefly explain simple SSL han

List the security and design i Syin SSL. (04 Marks)
5SM authentication and engryption. (08 Marks)

OR N\
What are the serious preblem with WEP key management? (04 Marks)
Explain the procegé‘%o‘?issuing elD card with,a néat diagram. (10 Marks)

What are the potential security concerns fo@g protection and email security? (06 Marks)
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